
 

 

IT Security and Cybersecurity 
Cyberattacks are a significant global risk, according to World Economic Forum’s Global 

Risks Report 2024. RATCH, considering cyberattack a risk due to possible impacts on the 
operations, has given importance to cybersecurity and the security of information technology 
to ensure business continuity and proper protection of confidential information.  In this 
regard, the Information Technology Division under the Corporate Administration Function is 
the primary unit responsible for the information technology system as well as IT security and 
cybersecurity. The division performs its duties under the Company’s IT and cybersecurity 
policy and operational guidelines, to preserve competitiveness and retain stakeholders’ trust. 
 
Structure of IT security and cybersecurity supervision 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

IT security monitoring 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 



 

 

IT and cybersecurity risks 
The Company conducted IT and Cyber risks and clearly identified control and mitigation measures 

as following: 
 

 
 



 

 

 
 
 
 

Response to IT and cybersecurity disasters and emergency incidents 
 
RATCH has established the backup center and recovery plans for disasters and emergency 

incidents relating to IT security and cybersecurity, in preparation for emergencies that may affect the IT 
system’s capabilities and effectiveness. The response process is as follows: 
 

 
 
 
Escalation process for employees to report incidents 
 

 

Employee detects an 
abnormal IT/ Cyber/ AI 

incident.

Employee reports the incident 
to the IT/ Helpdesk 

department for investigation.

IT team investigates the root 
cause, analyzes the impact, 
and takes corrective actions.

IT team communicates the 
resolution to the reporter and 

relevant stakeholders

IT team prepares an Incident 
Report to document the event 

and establish preventive 
measures.


